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Article 1. Purpose
®1%& B
The purpose of these Guidelines is to set forth the handling of personal information
by the Okinawa Institute of Science and Technology School Corporation (hereinafter,
the “School Corporation™) so as to provide for the smooth and appropriate
administration of the business and operations of the School Corporation while
protecting the rights and interests of the individual.
Individuals tasked with the responsibilities as detailed in these guidelines, may in
some cases not have direct control of the resources required to action them. In this
case the individual responsible is to work with the relevant parties, such as the CIO,
whom has direct control of the resources required to ensure that the responsibilities
are met. Further rules may be imposed locally by the School Corporation, these rules
and may only increase the level of restrictions, but shall not decrease the level of
restrictions.
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Article 2. Definitions
B2%k ER

The terms used in these guidelines shall be construed in accordance with Article 2 of
the Law concerning Access to Personal Information Held by Independent
Administrative Institutions (Law No. 59 of 2003; hereinafter, the “Law”).
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Article 3. General Manager for Personal Information Protection

3% EAFRERETES

1.

The Chief Operating Officer (hereinafter referred to as “COQ”) shall be appointed as
the General Manager for Personal Information Protection of the School Corporation.
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The General Manager for Personal Information Protection shall have general
responsibility for the management of personal information retained by the School
Corporation.
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Article 4. Personal Information Protection Manager

Bak EAFRRETERE

1.

Each section shall appoint one Personal Information Protection Manager, which
position shall be filled by the head of the section. This role will normally have overlap
with the Information Asset Manager role as defined in [PRP 17.4.8], with a single
individual fulfilling both roles in most cases.
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The Personal Information Protection Manager shall have general responsibility for the
management of personal information retained by the section. The Personal Information
Protection Manager shall be responsible for ensuring appropriate management of
retained personal information. When the section handles retained personal information
by information system, T¥the Personal Information Protection Manager shall work
with CIO ,which is determined by Article 6 of this guideline.
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Article 5. Personal Information Protection Officer

H5%& BEAFRREELE

1.

The Personal Information Protection Manager from each section shall appoint one
Personal Information Protection Officer to be the Document Management Officer as
set forth in the PRP 12.3.4.3.2.
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The Personal Information Protection Officer shall assist the Personal Information
Protection Manager and shall be in charge of day-to-day operations relevant to the
management of the personal information retained in the section.
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Article 6. Chief Information Officer
FE6E EEERELTE

1.

The School Corporation appoints, based on PRP2.4.1.3 and 17.4.7,the Chief
Information Officer (hereinafter, the “CIO”).
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CIO shall be responsible for management of information system and cyber security
program. CIO shall work with General Manager for Personal Information Protection
and Personal Information Protection Manager for ensuring appropriate personal
information protection management by information system and for facilitating
appropriate information system.
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Article 7. Chief Information Security Manager
BT EmERtX=) 7 BEE

1.

The School Corporation appoints Chief Information Security Manager (hereinafter
“CISM”), which position shall be filled by CIO appointment based on PRP 17.4.7.
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CISM shall be responsible for developing information security related policies and
procedures, as well as conducting risk assessment and ensuring overall information
security enforcement in OIST.
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Article 8. Personal Information Protection Auditor

B8 EERMEE

1.

The auditor of the School Corporation shall be appointed as the Personal Information
Protection Auditor.
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The Personal Information Protection Auditor shall be responsible for auditing the status
of management for retained personal information.
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Article 9. Personal Information Protection Committee
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If the General Manager for Personal Information Protection finds it necessary, he/she
shall establish a Personal Information Protection Committee, which consists of relevant
staff members, to determine important matters related to the management of retained
personal information and to provide relevant communication and coordination, etc. and
hold the meeting periodically or as necessary.
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Article 10. Staff Training

F1 0% MEHE

1. The General Manager for Personal Information Protection shall provide staff
members(including temporary staff members; hereinafter the same) handling retained
personal information adequate training in matters of retained personal information
handling and increase general awareness of personal information protection.
TR E ELA 1, IRA TN RO B NCEE T 58 RERA Z & T,
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2. The General Manager for Personal Information Protection shall work with the CIO to
ensure staff members involved in the management of information systems handling
retained personal information have the necessary training in the management,
operations, and security of information systems to enable appropriate management of
retained personal information.
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3. The General Manager for Personal Information Protection shall implement training for
Personal Information Protection Managers and Personal Information Protection
Officers for the appropriate management of personal information in each section, etc.
IR E BLE 1T, DR B M ORI S E I L, S 0BSIZRIT 5
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Article 11. Staff Responsibilities
B115& BEOER



Staff members shall adhere to the letter and intent of all relevant laws, ordinances and
guidelines, etc. and follow the instructions of the General Manager for Personal
Information Protection, Personal Information Protection Manager, and Personal
Information Protection Officer.

TREIE EOBREIZHIY | BE S 55 M OBIRFEOED 2T 5 & LIl
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Avrticle 12. Access

B12% TIERHR

1. The Personal Information Protection Manager shall work with the CIO to restrict the
staff with access to personal information and the details of that access to the minimum
scope required for those staff members to implement their work, as warranted by the
confidentiality and nature of the retained personal information. fRF# & BE# 1X. CIO &
HHEE L AR AR ORENESEZE OIS U T, YA ARSI T 7
AT OMER A AT DIE & 2 OMHRONE L | BB N ¥R 1T O L TW
Hfe/ NREOFIPHICIR D & D &5,

2. Unauthorized Staff members shall not access personal information.
T AR A LIRWIREE, SRATEAGFRIZT 7 B2 L TIR B0,

3. Staff members shall not access personal information for non-operational purposes.
WBEIX, 77 B AMEREHT HHAETH-TH, EH L0 BRILISO BT
BENERIZT 7 BA LTI D20,



Article 13. Personal Information Copying, Distribution, etc.
#1 3% HEEOHIR
When handling personal information for operational purposes, the Personal
Information Protection Manager shall limit the cases in which the actions listed below
can be carried out as warranted by the confidentiality and nature of the personal
information in question, and staff members shall follow the instructions of Personal
Information Protection Manager relating to;:
HRE AR Lo AR CTHRATEAEHREZ I H O 56 Th > Th ., I HE 1T,
ROKFIHGT DAT 2N TE, BERA AN IE RORENEFEZ ORI
CTC, TR ZITO Z LN TEDHBZRE L, AL, REFHE OfFR
(CHED 2T B 720y,
(1) Copying of personal information
PRATE TG B oo1E R
(2) Distribution of personal information
TRA NG HR DL
(3) Distribution to outside parties or distribution of media containing personal
information
PR NGRS FLER STV D BERDINEBA~D LA SUTFFH L
(4) Other inappropriate management of personal information
Z O RA NGO ) 72 E B S RE 2 RIETIBEN D5 D174

Article 14. Error Amendment, etc.

F14%k BRYOITER
Staff members, as instructed by the Personal Information Protection Manager, shall
promptly correct personal information errors, etc.
TREIX, RATEAFRONEICIRD F2 30 L2 a10E, REEHE OfFR
(ZHEV, FTIEFZATORIT TR B2V,



Article 15. Electronic Media, File Management

%1 5% HEOEHRSE

Staff members shall store personal information media in a designated location as
instructed by the Personal Information Protection Manager, and when deemed
necessary, store said media under lock and key in a fireproof safe.

BREIE, PR LS OFRICIED, IRATE TSR FEER S LTV D BUAZ D
DIEGATIIRE T L & bIT, BERH D LD D & ZE, MR A~DLR
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Article 16. Electronic Media, File Destruction, etc.

F16% FREES

In the event that personal information files, media (including storage, terminals, and
servers) is no longer needed, staff members, as instructed by the Personal Information
Protection Manager, shall delete relevant information and/or destroy relevant media in
a manner that renders it impossible to recover or decipher the retained personal
information.
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Article 17. Personal Information Handling Records

B1 7% FRABEANEROTHIRILOFEGER

As warranted by the confidentiality and nature of the personal information, the
Personal Information Protection Manager shall create ledgers, etc. and record the status
of personal information use, storage, and handling.

PRl B 3, PRI AT SO BBENEE T DFFITS U T, AilRE 255 L T,
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Article 18. Personal Information File Ledgers Management, etc.
F18% EAFERT 7 A NVEOEHE

1.

School Corporation shall prepare and publish a register Personal Information File
Ledgers describing the following matters, as designated by a Cabinet Order, with
regard to the respective Personal Information Files held by the School Corporation.
FEIE. RE L TWAEAER T 7 A /WZOWT, NSRS 5 FHE %
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(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

Name of the Personal Information File

BTG 7 A VDA TR

Name of the said Incorporated Administrative Agencies and the name of the
organizational section in charge of the affairs for which the Personal
Information

FROLT L ENGRT 7 A VBRI SN2 FEEZ NS L
2 Hk DA TR

Purpose of Use of the Personal Information File
ENIEHR 7 7 A VORI E Y

Matters recorded in the Personal Information File (hereinafter referred to as
the "Recorded Matters" in this article) and the scope of individuals that are
recorded in the Personal Information File as Individuals Concerned (limited
to those who can be identified through a search without other description
about the individual including the name and date of birth; the same shall
apply in item 7 of the following paragraph) (such scope shall be hereinafter
referred to as the "Scope of Record™ in this article)

NG 7 A MTGgR S 2HE CUF, TReEEE) &), )
KOKRN (ofEANOfRA . AFHA B OMOTERTFEIC L 5720 T
R LARLHFHICRD, AT, AL, )

Method of collecting the Personal Information recorded in the Personal
Information File (hereinafter referred to as the "Recorded Information™ in
this article)

TEANTER T 7 A MCREgk S DR (CLT, TREEkE®R &
9. ) DUEETE

When Special Care-required Personal Information is included in the
Recorded Information, that effect
FUEKERICEREEAE RS END L XX £DE

Where the Recorded Information is routinely provided to a party outside the
said Incorporated Administrative Agencies, the name of such party

RLERIE R 2 MR M IATBUE NS LS O TR IR T 25812
X, 2o

Name and address of the organizational section that accepts the request
prescribed in paragraph 1 of the next article, Article 27, paragraph 1, or
Aurticle 36, paragraph 1 of the Law

BT 258 1, 2 TSR 1, XT3 6 &5 1 HOBEIZ X D5
KA 5L PR 2 KRR DA TR O

Where the proviso of Article 27, paragraph 1 or the proviso of Article 36,
paragraph 1 applies of the Law, a description to that effect

W AL I e LB I =R 2 72 LT
THEXIE, EDE



(1 0)Other matters designated by a Cabinet Order
Z OB TED 5 HIH

2. The Rules and Procedures Section shall create, store, and publish personal information
file ledgers.

BNIER T 7 A VT, BB 7 v a VN E L, REROAET D,

3. The Personal Information Protection Manager shall formally request the Rules and

Procedures Section when updating the personal information file ledger and, whenever
necessary, amend matters recorded to the personal information file ledger.
RAEEEE T, AT 7 A VEICEEET _EEAEHR T 7 A V&2 RE LT
& & UHENER T 7 A VB SN TV D FHEEZFTIEF T H0ERH D
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Avrticle 19. Access

®19% TUERHIH

1. The Personal Information Protection Manager shall work with the CIO to take

necessary measures, as warranted by the confidentiality and nature of personal
information (in this article, Article 24 and Article 27 through Article 31, this shall be
limited to retained personal information handled in information systems), to control
access by establishing security measures (passwords, smart cards, biometrics) to verify
authorization (hereinafter, “Authentication Functions”).
TR PIAIE, CIO L L, IR AEHR (LT, KRS 2 4 (MU
2 TEMLE 3 1TRIZBOTERV AT ATV D HOIZIRD, ) OFEN
FLZORAFIIG LT, NAT—RE (NRU—R, 1 CH— | AFEFRFEz
W, ITRIC, ) 2 U THERR 2@l 3 o 6kae (LT [R8RERERE] &9, )
ERETDHHEOT 7B AFEO T DI NBEREE A H#HT b D LT 5,

2. When taking security measures described in the preceding paragraph, the Personal
Information Protection Manager shall work with the CIO to initiate any rules for the
management of passwords, etc. (including regular and as-necessary reviews) and take
any required security measures in order to prevent the theft of passwords, etc.
IRAEETI#IT, CIO LIl L. RIEOMEB AT DAL, /SAT— FED
FEC BT % 80 2 4 (2 O BIULRERGO RE L 2 &) 5 & & b,
SR — REOHRPIIEFEZT O To DI BER B A#HT 2D LT 5,
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Article 20. Records Access

E205% TI/EREH

1. The Personal Information Protection Manager shall, as warranted by the confidentiality

and nature of retained personal information, work with the CIO to enact such measures
as may be necessary to record access to personal information, retain access records for
a predetermined regularly audit access records.
PRABEELE L, CIO &l U, PRA AT ROBENESZ ONFITINCT, 24
ZRATENERA~OT 7 AR ATER L, £OtE ULT 177 & A58
EWV9, ) E—EOHIMIRA L, KO 7 & A50EkE EMIC O 5720128
BB ZH#T DD LT D,

2. The Personal Information Protection Manager shall work with the CIO to take any
necessary measures to prevent the unauthorized modification, theft, or unauthorized
destruction of access records.

(R FA L, CIO L L, 77 ¥ AFHROW S A, BHRUIRIERTED
%ﬁ@k (CHEIHEZHT O b D LT D,

Article 21. Monitoring of Access

FT21% TI7ERRNDER
In order to monitor inappropriate access to personal information, the Personal
Information Protection Manager shall, as warranted by the confidentiality and nature of
such information, work with CIO to take measures necessary to check at regular
intervals.
REEELA 1T, CIO & LIRATE AN ROMENEEZ ONFIIE T, Hi%
REBENERA~OREY) 2T 7 & ADOEROT- 80, EHROMETREED VB e

a9 Do

Article 22. Authority of Managers
B2 2% EEEHERORE

The Personal Information Protection Manager shall, as warranted by the confidentiality
and nature of personal information, take measures necessary such as to get sign in
document to acknowledge that they will be subject to disciplinary action by the School
Corporation if they conduct improper manipulation, in order to minimize harm in the
event of theft of system administrative authority and prevent internal improper
manipulation of such information, etc.

Rl AL, PRATEANTEROMENFZONEITIC LT, HFHRY AT LOE
PEHERR O FrHE 2 A IEICHEI S T RO E D/ MBS OWES D D DA IR
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Article 23. Prevention of Unauthorized External Access

2 3% MELLORET 7 ADB5IE
The Personal Information Protection Manager shall, as warranted by the confidentiality
and nature of retained personal information, work with CIO to take such measures as
may be necessary to prevent unauthorized external access to IT systems handling
personal information (e.g. firewall establishment to control access pathways)
PRAEFHLE L. CIO LEEE L. RATEAIEIROMENESZONEISC T,
PRATENERZ T D TERS AT DA~ DRIET 72 A& Bk
D12, T 7 AT U4 —)VORREIC K DK HIEHE DO LB R E 255 T 5 b D
E9%,

Article 24. Prevention of Unauthorized Disclosure Prevention Due to Malware

H24% AERLDZRWIVEDORSLE
The Personal Information Protection Manager shall work with CIO to take measures
necessary to eliminate vulnerabilities exposed in software and prevent the infection of
IT system by malware that has grasped such vulnerabilities (including maintaining
introduced software in its most up to date state at all times), in other to prevent the
unauthorized disclosure, loss, or damage of personal information die to  malware.
TRAEEEPFIT.CI0 s L, Y 7 b ¥ = 7 2B 2 ABH S - MEFHtE o il
R SNTEARIET B 7T M2 K DA NEHONE 2 RS TBHE OB 1R
DI, RIET 7 7T LOKYES IFE Bt CEA LY 7 by =T %
BT ORI RS Z L2 ETe, ) 2T DD & D,

Article 25Processing of Personal Information in Information Systems

F25% FHRIVATLIBITAHRABABHROLE

If carrying out an action such as copying personal information temporarily to process it,
staff members shall limit the personal information subject to such action to the minimum
necessary, and shall promptly delete any information no longer required after processing is
complete.

The Personal Information Protection Manager shall, as warranted by the confidentiality and
nature of the personal information in question, confirm the situation from time to time with
a focus on the state of implementation of deletion, etc.

R, RAEANEIRICOW T, —REATIN LSO AT O 7o oIS 21T 5
AL, ZOX5 2 B H/NRITIR Y | ALPHE TIRITIAE & 72 o T iFH A 300N
HET 2,
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Avrticle 26. Encryption
H265% WL

The Personal Information Protection Manager shall, as warranted by the confidentiality and
nature of retained personal information, work with CIO to take necessary security measures
to encrypt personal information.

Staff members shall, as warranted by the confidentiality and nature of personal information,
carry out encryption appropriately( Actions such as the selection of appropriate passwords
and measures to prevent their unauthorized disclosure are included) on the personal
information that they process based on these security measures.

(RAEEIFIL, CI0 L L, (RE A SBOREMSZ ONRITIE LT, 2O
TALDIZ DB EAHET D200 &5, MEIL. ZhalliEx, £O0+
DR ENIFERICOW T, SR TFROBENEFEZ OIS U T, @iz
i b Gl SR T — KON, TOIRZVBIIEORESEZET) 2179,

Article 27. Information Verification, etc.

B2 7% AIFHROREE

Staff members shall verify input against original copies, as warranted by the importance of
retained personal information handled by information systems, in order to confirm the
content of personal information before and after processing, and verify, etc. the integrity of
existing personal information.

BREIT, THHR AT D THYO O ARG ROBEZL IS T, ANREE AT
NE L DG ALEERT O M 5% R A 8 ATEHROPNE OMERR. BEFOLRAE AT &
DREFEZATI D LT D,

Article 28. Personal Information Backup

B28F% NurTv”
The Personal Information Protection Manager shall, as warranted by the importance of
retained personal information, take necessary security measures to create and provide
decentralized storage of personal information backups.
TR E I L RAEABROEBEEEIISC T, Ny 77 vy FEER L, o
RE T DIZDICNERIEEZ#T Db D T D,
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Article 29. IT System Design Documents Management, etc.

F29% FHMUVRAT LARGIESOEH

The Personal Information Protection Manager shall take necessary security measures

to store, copy and destroy, etc. IT system design documents, schematic diagrams, and

other documentation for information systems related to personal information.

PR BT, IRATEATEBICAR D E S AT L OGS, WAk 0 SCEIZ
DVWTIMBIZH BN D Z ENRNE . TORE, I FEIEFIT OV TLE

IRIEEZHT Db D ET D,

Article 30. Personal Information Terminals

FE30F WHWARDORE

The Personal Information Protection Manager shall, as warranted by the confidentiality
and nature of retained personal information, take necessary security measures to
restrict terminals at which retained information may be accessed.

TR PR 1L, IRATEATEROMEMTEZ ONEITIE LT, O/ EAT 9 b
REWREST DI OITMERIEBELHT D2 oD LT 5,

Article 31. Terminal Theft Prevention, etc.

B3 15 WROEHRGILE

1.

The Personal Information Protection Manager shall take necessary security measures

to prevent the theft and/or loss of terminals.

TR PRE L, SR OEH ST R DOBIE DT, MBS T, AR D HE,

B DIiFEHF DIE LT Db D T 5,

Staff members shall not remove terminals from the School Corporation premises or

bring in terminals from outside except when deemed necessary by the Personal

Information Protection Manager.

TREX, PREEEBE DL EN D D LD 5 & EZRE MR TN~ HH L,
TN HFFHIAATIZ R B 720,
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Article 32. Third Party Viewing Prevention

B32% HB=FHOKERIE
Staff members shall take necessary security measures to prevent the viewing of
personal information by third parties when terminals are used (guidelines for logging
off IT systems).
BREIE, mAROENZ S 7o > T, IRATEATFEAHE =F IR S D Z &0
PNE D FERRIUIIGE U TR AT A0 bna 77 %2179 2 L& /IET 5
FOMELELZHT DO LT D,

Article 33. Restrictions on Connection of Devices and Media with Recording

Functions

3 3% FEMRERA I DR - EADRERHIR
The Personal Information Protection Manager shall, as warranted by the confidentiality
and nature of personal information, work with CIO to take measures necessary to restrict
connection of smartphones, USB flash drives, and other devices and media with recording
functions to information system terminals (including upgrade of such devices) in order to
prevent unauthorized disclosure, loss, or damage of personal information. They shall
further ensure that the system terminals are prevented from accessing inappropriate cloud
or other online services to the maximum reasonable extent possible.
RAEEEA L, CIO & LIRAE NFROMENEEZ ONEITIE C T, Hikik
AENEROW AN, ERTBAROY DT, A~v— 742 USB AE Y
FOFURERE 2 AT DR « BHADIE S 2T LUmARFE~OEEROHIR (4%
FRDOHH ORI ZZTe, ) FOMERIEEZHE CRTT R bRy, o, &
AT LYRARINO DR I2 7 T0 BRZDMA L T A P —EZ~DT 7 A
ZCTELRVPIIET DHEZ#T DD LT D,

Article 34. Access Management

F345% ANEBOEHE

1. The Personal Information Protection Manager shall work with CIO to authorize
persons to enter the core server room and other areas in which equipment handling
personal information is located (hereinafter, the “Server Room, etc.””) and take
necessary security measures to confirm purpose of entry, log room access, identity,
ensure that staff members are present when outsiders are granted access . or that such
outsiders are monitored by monitoring systems, and restrict or inspect the bringing in,
use, and taking out of external electromagnetic media. If other media storage contains
personal information, similar measures shall be taken when deemed necessary.
PR BT, CIO S L, IRAIEAIE A LD ) O i) /a ¥ — S5Ok
M RET DL OMOXE (LI TEFFREES) &), ) ISSADHE
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[REATHEEEDDL L L HIT, AEOfER, ABOFEER, /AT ONTO
R, FANE DN A DA OB OS2 I TEEHIERRIZ L DR, S5
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T TWLGEITENT S, WERH D LWL & ET, FAROEEZH#H TS
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2. The Personal Information Protection Manager shall, when deemed necessary, work
with CIO to simplify the management of server room access by identifying Server
Room, etc. entrances and exits and restricting location signs.

TRAEEHE L, CIO L EEE L, MENH D LRDD L EIE, EFFIHREEEFD
A B ORFEIIZ & 2 NBOEBLDE G AL, ez R OfilRE OFSE 2383 5
bLDLET D,

3. The Personal Information Protection Manager shall work with CIO to enact security

measures to manage access to the Server Room, etc. and storage facilities (installing
access Authentication Functions and formulating rules for the management of
passwords, etc.; including regular and as-necessary reviews) and take such measures as
to prevent the theft of passwords, etc.
RAEEHLE 1T, CIO &l U 1Rt RS N O E i a D AR DB TS
WT, MERH D LD DL L XL, LAV IR DOREHEREZRE L, KO/ A
U— REOEHICEAT 2 ED O E (Z0EH IO RE L2 &L, ) |
INAT — REOFGEYIEZIT ) DI ERFEZH#HT 2 b0 LT 5,

Avrticle 35. Server Room, etc. Management

3 55% ETFFFEMETOEHE

1. The Personal Information Protection Manager work with CIO to shall take security
measures as may be necessary to prevent unauthorized intrusions (providing locks,
alarms, and monitoring equipment for the Server Room, etc.)

REEE P, CI0 L L, SNE DO RERBAIC A, B FHEMES
(CHESEREE, EHILE, MORIEORBESEDOEL#T 2D LT 5,

2. The Personal Information Protection Manager shall work with CIO to take
preventative measures against natural disaster, etc. by providing the Server Room, etc.
with anti-seismic, fireproofing, smoke proofing and waterproofing equipment, ensuring
reserve power supplies for servers/other equipment and prevent damage to wiring.
R PIEIL, CIO LadHE U, SKEFEITH 2, B3I EMESIC, R, B,
BOfE, BIAKEDOMEGEZHT D L & bliT, T—NEDOHIRD T EIROME
T, FEORROBEIEEOREZHT LI O LT 5,
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Article 36. Personal Information Provisions

#3 6% REEANMERORHE

1. When providing personal information to outside parties other than administrative

agencies and independent administrative institutions pursuant to Article 9, Paragraph 2,
subparagraphs 3 and 4 of the Law, the Personal Information Protection Manager shall
document the party receiving information by specifying the purpose of use, the legal
rationale for the work in which used, the scope and content of usage records and the
form of use, etc.
DRl B B VX UESE 9 SR56 2 T 3 75 OV 4 75 DHUE 1T B S ATEHEES L O
MSEATBHE N DS OB\ RA NG AR 5561203, JFAlE LT &
A1 DRI A8, RIS 2 25 ORIES , R 2 Akl k Ok
HHA, FHEREREICOWTEREZIRY ZbTbo L35,

2. When providing personal information to outside parties other than administrative

agencies and independent administrative institutions pursuant to Article 9, Paragraph 2,
subparagraphs 3 and 4 of the Law, the Personal Information Protection Manager shall
require the enactment of security measures and shall, when deemed necessary, perform
on-site inspections prior to provision and periodically thereafter to confirm the status of
measures, record findings and seek improvements, etc.
TR E B 13, A5 9 5050 2 TS 3 B M OVR 4 B OBUEITHAD AT K O
MSATEAENF U OB R ENG R A RIS 5581013, ZaElrOHE
HERTDHE LI, MENRH D LFBODL & XL, AT IR FE RO
BELITO, HHERDZ ML L TEORRLRLET 5 & & bIT, BEBEERFED
WEZHET 20D ET D,

3. When providing personal information to administrative agencies and independent
administrative institutions pursuant to Article 9, Paragraph 2, Subparagraph 3 of the
Law, the Personal Information Protection Manager shall, when deemed necessary, take
the measures as set forth in the preceding two paragraphs.

TRaEE B 1L, VA 9 550 2 TR 3 5 DFUEI TS SATEHRE B SUTIMANTATEIA
NFEIBRABNEHRZRMET 2551280 T, BERH D LBOHDH & XL, Al
TIHICHE T DHEZET Db D LT D,

Avrticle 37. Operations Outsourcing, etc.

B3 TR EBOEIE

1. When outsourcing operations related to the handling of retained personal
information, all necessary security measures shall be taken to avoid selection of parties
lacking the capacity to appropriately manage personal information. Contracts shall specify
the matters listed in items (1) to (6) below and document the contractor’s and operators’
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management and operational systems, provisions relating to inspection of personal
information management practices, and any other necessary matters.

PRA R AIE RO BB MIAR D 2R 2 ANBIC R ET 25 a1 B A O )
REHEAT ORI ZA LRWEZREST D2 ENRNE )  MERREZHED
RIS, Eiz, BIFIC, WRIHITL2HEZATLT L L L bic, &
FEAEIC T D AR M USER e S OB B OVFERAH B ATF R OEBLOAR
DU DWW T OIS 5 FHF O ML FIHIZ OV THEI TS T 5 b D
L5,

(1) Obligations to protect the confidentiality of personal information and prohibit
it from being used for any purpose other than that intended 1 A 1% #RIZBE4%
WERFE, B RSN OEE IR D HS

(2) Restrictions on subcontracting or conditions for subcontracting, such as a
requirement to seek prior approval
AZFEOHIIR T FRTARFERZFEIIR D MBI 2 FH

(3) Restrictions on copying, etc. of personal information
TENIE R OERLEOHINRIZ BT 2 FIH

(4) Response to unauthorized disclosure or other incident involving personal
information
{E ANAEHROWE 2 NEDORHRRDOFARHIT DRI 5

(5) Destruction of personal information and return of digital media at the
conclusion of outsourcing
ZeRER& T IFIC T DB TG OIS OPEAR DI AN B9~ % F18

(6) Contract cancellation procedures , liability for damages, and other necessary
measures in the event of breach of contract

EX LT-5Ec B0 20k, HERHMEETE DM/ B FIROH,
1B OB 2 FIH

2. When outsourcing operations related to the handling of retained personal
information, as warranted by the confidentiality and nature of the relevant personal
information, the contractor’s personal information management practices shall be
checked through regular inspections conducted at least annually.

PRAE NG HR OB MR D B MBI ZRET 2581 E, Bt o0 A
TENAEOFBENEEE DONEITIS U T ZFEEICB T DEAEHROE DR
DLUZHOWT, 1 RILL EOEBIRMRAETEC LV T 5,

3. Ifacontractor sub-contracts operations involving the handling of personal
information, the contractor shall be required to take the measures described in
Paragraphl above and, as warranted by the confidentiality and nature of the relevant
personal information, the measures described in Paragraph 2 above shall be taken
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either via the contractor or directly by the party outsourcing the operations. The
same requirements shall apply if operations involving the handling of personal
information are further sub-contracted.

ZHEHRITBN T, RATEANTEFRO BB NAR L EE N HEES LD HEI
I3, ZREEIC I OREZECSED L & BT, BRI EBITR DR
HENIGFROFIEMEEZONEIIN U T, ZteaE U TCUIERFELHE b
M2 OB A EMT D, (AT EROBIRN MR D BTV CHEZERE
T A ZFEEAT O HE L b RIERE 5,

When temporary staffs handle personal information, temporary staff referral
contracts shall contain explicit provisions regarding the confidentiality obligations
and other aspects of the handling of personal information.

TRATEAE LD Bl MR % 3655 2 IRIEIHBIA 12 & > THTHOE D551,
I BB IRIE SR RS PR FF 285 S E R R D Bl M B~ 2 S A B
L722T TR B 720,

Avrticle 38. Incident Reporting, Recurrence Prevention Measures, etc.

3 8% BROBERVERILERE

1.

In the event of unauthorized disclosure, other incidents that pose security problems for
personal information, or the possibility of occurrence of a problem, the staff member
who became aware of the matter shall report right away before confirming the facts,
which takes time to the Personal Information Protection Manager and Personal
Information Protection Officer responsible for the management of the personal
information.

TRA T NNFROIT 2 NVEL 2RO ECRIBEE /e D FRN I 72 F
EORAEDBENER#H LTIHEIl, TORRFLEE LA, R4
P 5 FEMER AT O AN, E OIS RATE NG RE BT S B i
M OREH S EICHE T 5,

The Personal Information Protection Manager shall take the necessary measures right
away to prevent the expansion of damage and incident recovery. However, measures
that can be taken right away to prevent the expansion of damage such as
disconnecting the LAN cables of terminals that are suspected to have undergone
unauthorized access from an external source or infection by malware shall be taken
right away (including making staff members take them).

TRAEE B L. BEOILRBI L I IHFE O 72 DI BRI E 2 3 i
T 5, 7272 L. AL DARIET 7 B AARIET 1 7T NEGL g5 Y
IR E D LAN 7 —7 Ntk <7 & BEEIERYIIED T OE HITATVWG D HE
EIZOWTE, BEBIT) WBIThE22 L2580, ) D LT D,
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3. The Personal Information Protection Manager shall identify the chain-of-events
leading to the incident and the extent of damage, etc. and shall report in a timely
manner to the General Manager for Personal Information Protection. However,
incidents deemed particularly serious shall be immediately reported to the General
Manager for Personal Information Protection.

TRAEEHE L, FREOR/E LI, SERWFELZHRE L, EHO0NT R
FEEHIRCHE T D, 122 L, FRCEREFRO D FREDFAE LG EITIE,
BB IR R B B I S L R ONEFIOWNTHE T2,

4. Upon receiving reports pursuant to the preceding paragraphs, the General Manager for
Personal Information Protection shall report the nature, history and damage, etc. of the
incident to the President and in a timely manner as warranted by the nature of the
incident.

IR E A 1T, ATEICES K EZZ T 25 E12E, FRONAFEIDR
UT. UZHFERONA, B, HERIEZBSERIZHEPNICHE T 5,

5. The General Manager for Personal Information Protection shall promptly provide
information to the Okinawa Development and Promotion Bureau of the Cabinet
Office in question with regard to the details of the incident, its background and the
state of damage received in accordance with the facts of the incident.

FEREE T T, FRONFFEIL U T, FRONE, B, gk
DWT, N (IRELR) 126 L, e Rt 217 9,

6.  The Personal Information Protection Manager shall analyze the factors resulting in the
incident and shall take such measures to prevent further recurrence.

TR E A 1L, FROFAELRKNZ o L, BRMVILD 72 OIS E
Za U b7aun,

Article 39. Public Announcement, etc.

E3 9% NRE
The President shall, as warranted by the nature and impact, etc. of the incident,
publicly announce the facts of the incident and measures to prevent recurrence, and
determine responses(such as communication with the people related to the personal
information that was disclosed without authorization.), etc. to persons whose personal
information was involved in the incident.

Information shall be provided promptly to the Ministry of Internal Affairs and
Communications (Administrative Management Bureau) with regard to the facts of an
incident that is to be announced publicly, the background to it and the damage
received.
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HERNVEZRBD D & &3, HRONE, EBLE050 T, FEBRED
BRI IERONZR, YFRIMRDREBENEROARAN~OX G (25
WA TR NS BRIZR DARAA~OERR) EOHEZHET 2D LT 5,
NREAT I FERIZOWVTIL, YEFRONE, B, HERWEICONT,
HONTHREE (TBUEER) ICEHRREEITY b0 L7 5,

Article 40. Inspection

405K M
The Personal Information Protection Manager shall inspect on a regular and
as-necessary basis the digital recording media, processing channels and storage
methods, etc. for personal information in his or her section and shall report findings to
the General Manager for Personal Information Protection.
TR AT, BEEF ISR 2O TE N ROFCEEE A, AR, RE
INEFIZOWT, BN K OB CRERHZ SR 2TV, B D D & 78
D5 L EIT, ZORMRERIEREETRE ICRET 520D LT 5,

Article 41. Audit

Fa14 BE
The Personal Information Protection Auditor shall perform regular and as-necessary
audits  (including independent audits by external auditors; hereinafter the same)of
the management at the School Corporation in question, including the state of the
measures stipulated in Article3 to Article36, to verify the appropriate management of
of personal information, and shall report the findings to the General Manager for
Personal Information Protection.
EARMEHE L. REREABROEROEDLERZRGET 2720, 3580105
39 RUTHUE T D HFE DRI &2 B eI 1T D IRATEAIEBORIUZ SN
T, BN KR OWEZIL CHERIZBE R UM E 23T, LATET, ) 1T
VY, Z DR R REE B TS D,

Article 42. Evaluation and Review

B4 2% FHMOEXUREL
The General Manager for Personal Information Protection and the Personal Information
Protection Manager shall evaluate measures for the appropriate management of personal
information from the perspective of their effectiveness on the basis of audit or inspection
findings and shall review such measures when deemed necessary. faG R EE LA . Rk
EHAST, ABSUTEEDOWRE 2B E A, FEIMEF OB HORATE AR
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DO 72EBDT-DDHEBEIZHOWTRHMI L, MERH D LD D E XX, FDHR
HLUEOHELA#HT I LD LTS,

Article 43. Cooperation with Government Agencies

B4 35 1THIER & o

The School Corporation shall carry out appropriate management of the personal
information in its possession in close cooperation with the Okinawa Development and
Promotion Bureau of the Cabinet Office in question based on Paragraph 4 of the “Basic
Policy on the Protection of Personal Information” (Cabinet Decision, April 2, 2004).
FREIE, MEANEHRORGEIZET 25458 (R 16 44 2 ARERRE) 4
S E 2, RN TEIRILR) & B3mIEHE L < 2OA4 2l G ROE
O EHAEIT O,

Article 44 Other Provisions
H4 4% HHEOED

1.

Necessary matters related to the clerical processing of and fees for requests for
disclosure, requests for amendment and requests for suspension of use, etc. shall be
specified separately.
B RGER, RTIEGRR. RIS G R O FRS L OV EOR R B LB 7
FIHEIL, BNTED D,
In addition to these Guidelines and the provisions set forth in the preceding paragraph,
the COO shall formulate necessary matters for the clerical processing of personal
information.
KIA RTA 2 ROREICHET 2 EDODIED, ENIERIRE DO FH BRI
VB2 RIET, COOBEDDLHD LT 5,
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