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How to communicate securely?
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- Computational security (e.g., RSA)
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Cryptanalysis
- By hand
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Cryptography & Cryptanalysis

How to communicate securely?

Unconditional security (e.g., OTP)
Computational security (e.g., RSA)
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Cryptography & Cryptanalysis

How to communicate securely?

Unconditional security (e.g., OTP)
Computational security (e.g., RSA)

Cryptanalysis
By hand

Early automata

Classical computers
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Cryptography & Cryptanalysis

How to communicate securely?

- Unconditional security (e.g., OTP)
- Computational security (e.g., RSA)

Cryptanalysis
By hand
Early automata

Classical computers

Quantum computers
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Computational Cryptography

Symmetric Cryptosystems

- 1 shared secret key

Secret key
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Computational Cryptography

Symmetric Cryptosystems

- 1 shared secret key
- AES, SHA, etc.

- Computational assumptions: highly unstructured/nonlinear problems

Secret key

v \4
ITI_:h. Encryption R @h Decryption ‘I_IF%
Plaintext Encrypted Plaintext
document document document

Symmetric Encryption (Source: Wikipedia)
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Computational Cryptography

Asymmetric Cryptosystems

- 1 secret key & 1 public key

Bob
Hello (h
Alice! _>
Alice's
public key
Alice
v "
Hello
Decrypt
Alice! Alice's
private key

Assymetric Encryption (Source: Wikipedia)
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Computational Cryptography

Asymmetric Cryptosystems
- 1 secret key & 1 public key
- RSA, DSA, DH, etc.
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Computational Cryptography

Asymmetric Cryptosystems
- 1 secret key & 1 public key
- RSA, DSA, DH, etc.

- Computational assumptions: algebraic problems with lots of structure

O=

Alice's
public key

Bob
Hello
Alice! _’
6EB69570
08E03CE4
Alice
Y
Hello
Alice! | ¥ DeevPt

Assymetric Encryption (Source: Wikipedia)

=

Alice's
private key
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Computational Cryptography

Current Deployment

- PKC is ubiquitous in the information-world (internet, credit cards, messaging, etc.)
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Computational Cryptography

Current Deployment

- PKC is ubiquitous in the information-world (internet, credit cards, messaging, etc.)
- Harvest/Store Now Decrypt Later (HNDL/SNDL)
- Push to standardize post-quantum — already in TLS (hybrid)

RSA (factoring) El Gamal (dlog)
PK: 1<e<o(p-q); SKize€Zy;, PKi h=g"
SK: d=e ! (mod ¢(p-q)) ¢ = gk
Encryption: '

Encryption: ¢ = m® (mod p- q) ca =m - hF

Decryption: m = ¢ (mod p - q) Decryption: m =cy - ¢ *
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Security of post-quantum schemes

- NIST Standard (2022-25):
- Kyber (Lattice, KEM)
- HQC (Code, KEM)
- Dilithium, FALCON (Lattice, DS)
- SPHINCS+ (Hash, DS)

Source: Wikipedia

Cleartext

Public

ert expansion

T0 &0
dbddbcla

A

2

gn dn
dodl by daoh
o

Source: SPHINCS+

Ciphertext

Source: Sendrier SP'17
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Security of post-quantum schemes

- NIST Standard (2022-25):
- Kyber (Lattice, KEM) Breaking Rainbow Takes a Weckend on a Laptop
- HQC (Code, KEM)
- Dilithium, FALCON (Lattice, DS)
- SPHINCS+ (Hash, DS)

An cfficient key recovery attack on SIDH

- Not thoroughly studied classically...

Broken NIST-PQC finalists
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Security of post-quantum schemes

- NIST Standard (2022-25):
- Kyber (Lattice, KEM) Breaking Rainbow Takes a Weekend on a Laptop
- HQC (Code, KEM)
- Dilithium, FALCON (Lattice, DS)
- SPHINCS+ (Hash, DS)

An fficient key recovery attack on SIDH

- Not thoroughly studied classically...

Broken NIST-PQC finalists
. even less for quantum attacks.
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Quantum Security

Computational Cryptography

1. All parties are classical — computation is PPT:

classical security

2. Adversary has a quantum computer — computation is QPT:

post-quantum security

3. Communication is quantum (ptx/ctx/keys are still classical):
quantum security (qCPA/qCCA/qCMA)
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Grover's search

INPUT: f:{0,...,N =1} = {0,1} where f(z) =1 for a single =

OUTPUT: w such that f(w) =1 with high probability

- Unstructured search (db, key, etc.)

- Classical solution: O(N)

- Quantum solution: O(v/N)

U, ls)

- Intuition: divide security level by 2 (Source: Wikipedia)
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Impact to cryptography
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Grover's Search
Impact to cryptography
Symmetric-key encryption: AES-128, AES-192, AES-256

- brute-force key: 256 — 128,
192 — 96,
128 — 64

- Cryptographic hash function: SHA-256, SHA3-384, SHA3-512

- preimage-resistence: 512 — 256,
384 — 192,
256 — 128

- collision-resistance: 512 — 170,
384 — 128,
256 — 85
BHT algorithm (Brassard, Hgyer, Tapp, 1998):
Combine Grover’s search + Birthday attack to find collisions in O(2"/?)
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Shor's Algorithm

Introduction

- Shor (1994): factoring and discrete log are easy for quantum computers

- Massive impact to public-key cryptography standards (in use even today!)
- Changed the field of secure communication and quantum computing

- Ekerd and Gidney (2021) ~20 million qubits, 8 hours to break RSA-2048

- Regev (2023), Ragavan & Vaikuntanathan (2024) make factoring more practical

Develop quantum-safe cryptography
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Intuition

INPUT:{NZp'q
f(x) =a”

(mod N)
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Shor's Algorithm

Intuition

INPUT:{ — b
f(z) = a”® (mod N)

1. Start with uniform superposition |z) =

a7 2

22n_1
s=0

|s)
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Shor's Algorithm

Intuition

N =
INPUT:
Vo
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2. Evaluate f on |x) (O(n?))
3. Preform Quantum Fourier Transform QFT(f(|x))) (O(n?))
4. Measure to read output, the period of f (O(n))

11/24
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Intuition

HIPUT {f(ac) i 5"3 (mod N)

1. Start with uniform superposition |z) = 2% 22% Ls)
2. Evaluate f on |x)

3. Preform Quantum Fourier Transform QFT(f(|x)))

4. Measure to read output, the period of f
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Shor's Algorithm

Intuition
mputT:{ P
f(z) = a”® (mod N)
1. Start with uniform superposition |z) = 2% 22% 's) (O(n))
2. Evaluate f on |z) (O(n?))
3. Preform Quantum Fourier Transform QFT(f(|x))) (O(n?))
4. Measure to read output, the period of f (O(n))
Find period classical actor N

- Classical complexity (GNFS): (’)(61'9(”)1/3 IOg(")z/g)
- Quantum complexity (Shor): O(n?)

11/24
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1. if k =ged(a,N) # 1, return (k, N/k)
2.a"=1 (mod N),so N | (a"—1)
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Shor's Algorithm

Classical reduction

a

INPUT: < 7, order of a (smallest 4, a’ =1 (mod N))

ris even, a”/2 # —1 (mod N) Ne15a=7 r—4

7 IS even

1. if k =ged(a, N) # 1, return (k, N/k)
{74/2 =4 # —1 (mod 15)

2.a"=1 (mod N),so N | (a"—1)
3. 4" —1=(a"? - 1)(a"? +1), so

N | (a"? =1)(a"/? +1) p=ged(7? —1,15) =3
_ 2 _
4. But Nt(a™/? — 1) and N 1 (a"/2 4+ 1) o= guill@ - Ly 15) = 2
2
(ar/ # £1) N=15=3-5=p-q
5. return (gcd(a’”/2 +1,N), ged(a’/? — 1, N)) \
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0. t o [logy N?], n = [logy N
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Quantum Order Finding
N=p-
INPUT: pa
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3. Measure yp = a™ (mod N)
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Shor's Algorithm

Quantum Order Finding

mpyr: 4 Y =P 4
U |x)0) — |z) [a® (mod N))

©

t o< [logy N7, n = [logy N|
L Jgn) = (H® @ 197) [0)° [0)*" = 2 |«) [0)
2. [iha) = U o) = 3320 [} |a® (mod N))

3. Measure yp = a” (mod N)
) = = S o + Fr)

4. |¢4> = QFth |14) =

EQt 1 m— 162m<10+’“

ly)

5. Measure y = 8— (sez)

Sisa convergent of 2 = Recover r
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Shor's Algorithm

Qu

©

antum Order Finding

N=p-
INPUT: P-4 v
U:lz)|0) = |z)|a

(mod N))
t o [logy N7, n = [logy N

1) = (H® @ 1%7) [0)®"0)®" = -2 [2) [0)
[1h2) = U |) = Y2 [2) |a® (mod N))

Measure yo =a” (mod N)
) = = S o + )

|¢4> = QFT2t |tha) =
EQt 1 Zm 1627”
k=0
Measure y & 8— (sez)

Sisa convergent of 2 = Recover r

(z0+k

")

N=15a="7t=38

[1) = 3= Y325 |2) [0)

|th) = @Z |) [7% (mod 15))
[3) = = S0 o + 4k)

S 2™ 3Y peaks at y ~ 5%

Measure y = 64
64/256 = 1/4 = r =4

13/24



Shor's Algorithm

Review
YES YES

Random a Compute g = Quantum Continued YES YES
(2<a<N) ged(a, N) NO | order-finding fraction alg.
} NO NO NO
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Shor's Algorithm

Review
SUCCESS SUCCESS
YES
Random a Compute g = Quantum Continued
(2<a<N) ged(a, N) NO order—ﬁndlng fract\on alg.
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- Efficient to find good a with high probability
- ged and continued fractions algorithms are efficient
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Shor's Algorithm

Review
(success)
YES
Random a Compute g = Quantum Continued
(2<a<N) ged(a, N) NO order—ﬁndlng fract\on alg.
Missing:

- Efficient to find good a with high probability
- ged and continued fractions algorithms are efficient
- Modular exponentiation implementation (Oracle U)

- Probability peak separation, i.e. measuring gives a close-enough y

14 /24
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Hidden Subgroup Problem

Intuition
Find hidden periodic structure in group G =(Zs,+)
. _ f(x) =2z mod 4
- Given group G and function f: G —» X

- f is constant on cosets of unknown subgroup H C G

- Goal: Determine subgroup H

G
H
Connection to Shor's algorithm 1+H
- G = Zy2 (integers modulo N?) 2+H
- f(z) = a® (mod N) (modular exponentiation) 3+H

- Hidden subgroup H = rZp= (r is the order of a)
(Source: Wikipedia)
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Hidden Subgroup Problem

Problem Quantum algorithm Abelian?  Polynomial time?
Deutsch’s problem Deutsch's/Deutsch-Jozsa algorithm Yes Yes
Simon'’s problem Simon's algorithm Yes Yes
Order finding Shor's order finding algorithm Yes Yes
Discrete logarithm Shor's algorithm for discrete logarithms Yes Yes
Period finding Shor's algorithm Yes Yes
Abelian stabilizer Kitaev's algorithm Yes Yes
Graph Isomorphism None No No
Shortest vector problem  None No No

List of HSP quantum algorithms. (Source: Wikipedia)
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Reversible Computation

- Classical computation often erases information — irreversible
- Quantum evolution is unitary (also, no fanout) — reversible

- Compile any irreversible f : 72 — 73" into a reversible f : Z) " — 75+

f((z,9) = (2, y @ f(2))

Example — AND

AND(a,b) =a A b
1
AND((a, b),0) = ((a,b),a A b)

17 /24
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Quantum Function Evaluation

- Quantum circuit implements unitary operator U acting on a state U [¢)

- Implement any classical function f as unitary operator U : C"*" — C"H

Usl2) |y) = |2} [y ® f(x))

U
) = =)
y) —  — ly® f(2))

|z) , |y) are quantum states — Uy acts on a superposition of inputs

Up 32 il ly) = 225 ailzi) [y © f(xi)

18 /24
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Quantum Phase Oracle

Output register |y) = %(|O> —[1)) may also be in a superposition

Uy S aclei ) = Uy S asfas) (5000 — 1)
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Quantum Phase Oracle

Output register |yy) = —-(|0) — |1)) may also be in a superposition

s\

Uy S aclei ) = Uy S asfas) (5000 — 1)
_Zaz|x1 < (0@ f(z )>—|1®f(w7:))>)

= Z Oél |ZL‘@ |y> (Jy) is separable, often ommited)

[ Exploit interference pattern of f controlled by x; ]
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Simon’s Problem

Simon's problem

Given: fq:Z5 — Zy
Promise: fs(x) = fs(x@s)
Goal: s € Zy
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Quantum Oracle Problems

Simon’s Problem

Classical solution:

Simon's problem 1. let L={}
Given: fs: Zy — Zj 2. for x;€Zj
Promise: fs(x) = fs(x @ s) 3. let y;= f(xi)

Goal: s € Zy
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Quantum Oracle Problems

Simon’s Problem

Classical solution:

Simon's problem

let L=}
for x; €Zj
let y; = f(x;)
if (x5,y;) €L st yi=Yy;

Given: fq:Z5 — Zy
Promise: fs(x) = fs(x @ s)
Goal: s € Zy

el o
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Quantum Oracle Problems

Simon’s Problem

Classical solution:

Simon's problem

let L=}
for x; €Zj
let y; = f(x:)
if (x5,y;) €L st yi=Yy;
return s =Xx; ®X;

Given: fq:Z5 — Zy
Promise: fs(x) = fs(x @ s)
Goal: s € Zy

ok L=
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Quantum Oracle Problems
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Classical solution:

Simon's problem

let L=}
for x; €Zj
let y; = f(x:)
if (x5,y;) €L st yi=Yy;
return s =Xx; ®X;

Given: fq:Z5 — Zy
Promise: fs(x) = fs(x @ s)
Goal: s € Zy

else
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append  (x;,y;) to L
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Quantum Oracle Problems

Simon’s Problem

Classical solution:

Simon's problem

let L=}
for x; €Zj
let y; = f(x:)
if (x5,y;) €L st yi=Yy;
return s =Xx; ®X;

Given: fq:Z5 — Zy
Promise: fs(x) = fs(x @ s)
Goal: s € Zy

else

append  (x;,y;) to L

© N o g =

return s=20
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Quantum Oracle Problems

Simon’s Problem

Classical solution:

Simon's problem

let L={}
for x;€Zj
let y; = f(xi)
if (x5,y;) €L st yi=Yy;
return s =Xx; DX,

Given: fq:Z5 — 73
Promise: fs(x) = fs(x @ s)
Goal: s € Zy

else

Classical: 2" queries append (x;,y;) to L

© N o g =

Quantum: an queries return s=0
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2. iha) = Op |tn) = = oy %) 1 £ (%))
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Quantum Oracle Problems

Simon’s Problem (quantum solution)

4. |nhg) = H®™ [tha)
= \/ﬁ Sy (=10 4 (=1)08)Y) |y)

= ot Ly (C 1Y (14 (=1)7Y) |y)
#0 if s y=0
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Quantum Oracle Problems

Simon’s Problem (quantum solution)

0.
1.

2.

[%0) = [0)=" [0)*"

1) = (HE" @ I9) [tho) = = 3o [%) [0)
) = O 1) = s Tl 1)
measure yo = f(xg)

) = L5 (1x0) + %0 ©5))

|h3) = HE™ [ta)

= L3 (10 4 (1) 080y [y

)Y (14 (=1)"Y) |y)
—— —
#0 if s y=0

= 7 Ly(-1

5. measurey; L s

6. repeat until n L.l. y;; solve system

Ok |z)
0" = o s
0)°" . [fo(x))
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Superposition Attacks

Block Ciphers

1. First proposal [KM10] — 3-round Feistel distinguisher

2. Even-Mansour key-recovery [KM12]:

k1 ko

P e

plaintext

The EM cipher

[KM12]

ciphertext

Ency, iy (m) = P(m @ k1) @ ko
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Superposition Attacks

Block Ciphers

k1
m%» P

plaintext

The EM cipher

[KM12]

k2

ko

ciphertext

Enck’l,kz (7TL) - P(TTL 2] kl) @ ko

fii (m) = Encgy g, (m) © P(m)

fry(m) = P(m @ k1) © k2 @ P(m)

Sy (m) = f(m @ k1)
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Superposition Attacks

Block Ciphers

k1
m%» P

plaintext

The EM cipher

[KM12]

k2

ko

ciphertext

Enck’l,kz (7TL) - P(TTL 2] kl) @ ko

fry (m) = Encg, g, (m) & P(m)
fry(m) = P(m @ k1) © k2 @ P(m)

Sy (m) = f(m @ k1)

Simon'’s algorithm to recover k;

ko = Enckl’kz (m) (o) P(m & kl)

22 /24



Superposition Attacks
MACs
- Forgery attack — CBC-MAC [KLLN16]

- More: LightMAC, PolyMAC, GCM-SIV2, Poly1305, ... [BLNS21]

&

S

ki
k

m?2
E

Source: wikipedia

CBCMAC(m;y|mg) =
Ey, (Ey, (m2 @ Ey, (m1)))
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Superposition Attacks
MACs

m?2

&

k.

Source: wikipedia

CBCMAC(my|ms) =
By, (Ey, (m2 @ E, (m1)))

filax T3 — T8
b, x — CBCMAC(my|z)
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Superposition Attacks
MACs

filax T3 — T8
b, x — CBCMAC(my|z)

m?2

&

k.

Source: wikipedia

f(b,7) = Ey, (Ey, (z ® Ex, (mp)))

f(b,z) = f(bd1l,z® Eg, (mo) ® Ey, (m1))

CBCMAC(my|ms) =
By, (Ey, (m2 @ E, (m1)))
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Superposition Attacks
MACs

filax T3 — T8
b, x — CBCMAC(my|z)

m?2

f(b,7) = Ey, (Ey, (z ® Ex, (mp)))

4
f(bT> = f(b@ 17'77@Ek1 (mo) @ Elﬂ (777/1»

kl

Source: wikipedia Simon’s: = Ek1 (mO) @ Ek1 (ml)

1. Pick =
CBCMAC(my|ms) = 2. Query mo|z

Ey, (Ex, (m2 @ Ey, (m1))) 3. Return my |x® Ey, (mo)® Ey, (m1)

23/24
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Discussion

- New quantum algorithms with applications to cryptanalysis (both Q1 and Q2 models).
- How will cryptographic primitives be implemented in quantum networks?

- Are the new post-quantum security assumptions quantum-secure?

- Are the new post-quantum proposals also Q2-secure?

- How to model oracles in the presence of a quantum computer?

What are the appropriate security models? ]

24 /24
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